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GETTING STARTED

1. What is FLProtection®?

FLProtection® is a certificate-based software license protection platform that supports USB
Dongle and Network certification simultaneously. FLProtection® uses RSA2048 and AES256
to encrypt software, protects memory and your software license from crackers with powerful
anti-debugging techniques.

2. Product Contents

Check if the following contents are included in the product box. If there are any missing,
please contact the retailer where you purchased the product. Actual products and
accessories may differ from the illustrations in this user’s manual.

® FLProtection® USB Dongle

® FLProtection® USB Dongle cover
® User’'s Manual(PDF)

3. System Requirements

Device / Software Minimum Requirements Recommended ‘
Operating System Windows 7 Windows 10
System Memory 4GB 8GB
CPU Sandy Bridge i3 Skylake i5
USB Port USB 2.0 or over USB 2.0 or over
Free Storage Space 50MB 1GB
4
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4. Installation

Go to https://resource.fourthlogic.co.kr/flprotection/flprotectionsetuplatest.zip to download
the latest FLProtection® installation file.

i setup - FLProtection 2.1.28.1 = %

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

E';Soﬁware End User License Agreement ~
;Impurmnt: This End User License Agreement {"EULA"} is a legal agreement between the user

E(irldiwdual or organization) and Fourth Logic Incorporated which is the manufacturer the software
\products {"Software product” or "Software”) identified by the productidentification card or recognition
\label attached to this EULA. The software product indudes computer software, related media, related
|documents, and "online” or electronic manual, When installing, copying, downloading, backing up,
|accessing or using the software product, the user must accept the terms of use in the EULA; if the

|user does not accept the terms of use in EULA, the user may not be licensed for the software product.
;Unless the user is licensed to use the software product, the user cannot install, copy, download,

ibadcup, access or use this software product.

ESoFtware Product License
[The Saftware neodict is neatected hy intelech al arnerty rinhts 25 well 35 conurichts. neooram. 4|

(@)1 accept the agreement
()1 do not accept the agreement

Launch the FLProtection® installation program. Read the license agreement carefully and
agree to the License Agreement and click the “Next” button to proceed with the installation.

ﬁ Setup - FLProtection 2.1.28.1 — X

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing FLProtection, then dick Next.

Additional shortouts:
[ create a desktop shortout

=

After setting the shortcut, click the “Next” button to proceed with the installation.
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B setup - FLProtection 2.1.28 = o

Ready to Install
Setup is now ready to begin installing FLProtection on your computer,

Click Install to continue with the installation.

Back Cancel

Click “Install” to proceed with the installation.

fg - FLProtection 2.1.28 — -~

Preparing to Install
Setup is preparing to install FLProtection on your computer.

€3 The following applications are using files that need to be updated by Setup, Itis recommended that
vou allow Setup to automatically dose these applications. After the installation has completed, Setup
will attempt to restart the applications.

FL Protection Security Service (x64)

(®) Automatically dose the applications
() Do not dose the applications

=

If FLProtection® is running, select “Automatiocally close the applications” in the next window

and click the “Next” button to close FLProtection® and proceed with the installation.
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| ﬂrgj Setup - FLProtection 2.1.28.1
Completing the FLProtection Setup
Wizard

To complete the installation of FLProtection, Setup must restart your
computer. Would you like to restart now?

DYes. restart the computer now

(®) Mo, I will restart the computer later

When the installation is successfully completed, select whether to restart the computer to

complete the installation (not necessary).
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FLPROTECTION®

FEATURES

1 . FLProtection® User Interface

AL FLPr

o - Devi

- OER 2w EE8TM

= L FLProtection

-y Firmware

|4 Update Firmware
£ Devices

| &3 2078306D564E

Dongle Information
Dongle S/N : [amsmoseE |
Valid Dangle :
InUsed :
Firmweare Version : n

RightsCert Siot
st ooz 0
Rights Cerification Information
Serlal Number : [ T A |
Issued By : | Fourth Logic ]
lesued To & | Fourth Logic Incorporated |
Producthlame ¢ | FLimaging |
ExpireDate : [oooooooooos |
Fioe £ [ V2B BRGIUm Y ¥WExwneVV/ OkebpBh |
DeveloperPlaneKey | | dvipKVEEWTq05/SR/DE2OMEY TmiT 142 |
DeveloperfuthorizedKey ©
ProductPlaneey © [ mmCnéwygHUFUier+Beoj0DzHOCIgI3MB |
¢ [RWTRIRYTY/ 3P BXEms WanSFDVLNIHoE |
RightsPianekey : [ Va2 30+KNrhgIGmYMnZN B/ WCMAT: |
RightsAuthorizedKey : [ SexzFiiXgUWJK2qhk10Z7IGIYAWRLDG]
Signature :
LagView
Attach Device

DeviceSerialNumber : 20763060564E

W 4 v Milog/

[1B

CAP NUM'SCRL .|

The composition of FLProtection® user interface is as follows.

® MenuTree
You can use each FLProtection® function by selecting a menu item in the Menu Tree.

@ Main Window
In the Main Window, windows related to the function selected in the Menu Tree are

displayed.

® Log View

You can check the log of FLProtection® in Log View.
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. FLProtection View
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=15 FLProtection
=& Account

$€9 Register

o signm

Double-click Account ) Register in the Menu Tree to open the Register window.

(2= =

UgzerlD :

FPassword @

Password Confirm:

Mame :

Ernail :

Register

Enter User ID, Password, Confirm Password, Name, Email in the Register window and click

the “Register” button to register.
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3. Signing in
FLProtection View o
= [ FLProtection |
5L_‘; Account

¢4 Regjster
1€+ Sign In

Double-click Account ) Sign In in the Menu Tree to open the Sign in window.

o= =]
Sign In
D |123 |
Passward : [eoe |
S"i'ghnl-h Sign Chut Change Passwaord

Sian in Status

Login 1D ¢

Security Level :

Enter your User ID and Password in the Sign In window and click the “Sign In” button to sign
in.

= signin o] ® (w=]
3ign In
D : |123 |
Password : I... |
Sign In Sign Out Change Password

Sign in Status

Login 1D : 123

Security Level : 1

If signing in is successful, Login ID and Security Level are displayed in the Sign in Status
below, and the “Sign Out” and “Change Password” buttons are activated. You can sign out by

clicking the “Sign Out” button or change the password by clicking the “Change Password”
button.

10
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4. Protecting a software

Protecting a software requires a Developer Certificate and a Product Certificate, and can be
performed only when a Security Level 3 or higher account is signed in.

Sign in with a Security Level 3 or higher account.

FLProtection View o B3
- FLProtection '
=& Account
€ Register
-..&} Sign In
- Binary
feh protect File

Double-click Binary ) Protect File in the Menu Tree to open the Protect File window.

Certificate
Developer Cert |C:WLISEanwnlnadWTestManual1.f|d|: |

Product Cert : |C:WUseanwnlnadekjk.ﬂpc |
Executable File |C:WUseanwnlnadWDIH.dll | I:l
Enable Memaory Dump @[] Protect

Click the “...” button to the right of the “Developer Cert” and enter the file path of the
Developer Certificate file(x.fldc).

Click the “...” button to the right of the “Product Cert” and enter the file path of the Product
Certificate file (*.flpc).

Click the “...” button to the right of the “Excutable File” and enter the path of the program to
be protected. Programs to be protected must not be code signed.

You can select whether or not to enable creating a dump file by checking or unchecking the
“Enable Memory Dump” check box.

When the “Protect” button is activated, press the button to perform program protection.

Executable Information
Architecture @ ubd Code Signed :

Frotected Yalid

You can check whether the program is code signed, protected, or valid through the contents
of the “Excutable Information” group box.

11

ALFOURTHLOGIC



[d8Protection’

Cerificate Information

Serial Murnber ¢ |DDDDEIEIEI¢1¢1121EIE1?1EEEIEIE |
|s5ued By @ |F|:|urth Logic Incorporated |
lssued To : [k |
Productiame ! |jkj|< |
Rootéuthaorizedkey @ |“r’EI_.,.'nBBﬂfHGEIiurmWWExwx'v‘WOkch |
DeveloperPlanakay |HFEgBSMiMydEhSDk._ICfoSa\a"tCerB|

Developerauthorizedkey : |cxlOIKEZZEIHExmcﬁquWUdEtSQB'|

ProductPlanekey : |'-.-'I:IDT|:IVGJDTWW+J3WOi?r3.‘5.E|hMFCU"|
ProductauthorizedKey |u?gtMrELEgDWLjHaDAeDESanGaEam|
Signature |I.-’-'«Bwtg48PuanEth.-’-‘-.H|:uuhhaXiDBky\.ﬁ."fE|

You can check the contents related to the certificate of the currently encrypted program
through the contents of the “Certificate Information” group box.

When the program encryption process is completed successfully, “Protected” and “Valid”
items are checked.

Note: When signing an EV(Extended Validation) code to a program, you must sign the EV
code after encrypting the program with FLProtection®.

12
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5. Generating Product Certificates

Generating Product Certificates requires a Developer Certificate, and can be performed only
when a Security Level 3 or higher account is signed in.

Sign in with a Security Level 3 or higher account.

=& Certificate
i J-€4 Make Product Certificate
Make Rights Certificate

When signing into an account with Security Level 3 or higher, the Certificate ) Make Product
Certificate menu item appears in the Menu Tree. Double-click on the Make Product
Certificate menu item to open the Make Product Certificate window.

|

T Make Product Certification o] B ]

DeveloperCert
DeveloperCert File |C:WUserDuwnIoadWTestManuaI1,f|dc |

ProductCert
ProductCen File : |C:WUseanwnloadWTest Product flpc |
ProductMarme & |Test Product | Generate

Click the “...” button to the right of the “DeveloperCert File” and enter the file path of the
Developer Certificate (*.fldc).

Click the “...” button to the right of the “ProductCert File” and enter the file path of the
Product Certificate that will be created (+.flpc).

Enter the Product Certificate name in the Edit box and click the “Product Certification” button

to create a Product Certificate.

After entering the product name, click the “Generate” button to generate a Product
Certificate.

13
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6. Generating Rights Certificates

Generating Rights Certificates requires a Developer Certificate, a Product Certificate and a
Rights Granter Certificate, and can be performed only when a Security Level 3 or higher
account is signed in.

Sign in with a Security Level 3 or higher account.

E = Certificate
..+ Make Product Certificate
£ Make Rights Certificate

When signed in with a Security Level 3 or higher account, the Certificate ) Make Rights
Certificate menu item appears in the Menu Tree. Double-click the Make Rights Certificate
menu item to open the Make Rights Certificate window.

" Make Rights Certfication (=] =
Required Cart
DeveloperCert File |:irmwareWEWAHMWFLUSBPrototypeWEer12.f|dc | Fids
ProductCert File : | CtBack-endWFLPratectionDaongleFirmmware WEWS | :
RightsGranter File : | CiBack-endWFLProtectionDongleFimmware WEWA |
RightsCert
RightsCer File | C:WBack—endWFLF‘rotectionDongIeFirmwareWEWA| I:l
Expiration Date | [ booooaaaoo00 Generate |

Enter the path of the Developer Certificate (*.fldc), Product Certificate (*.flpc), and Rights
Granter Certificate (*.flrgc) by clicking the “...” button to the right of each lists.

Click the “...” button to the right of the “RightsCert File” item and enter the file path of the
Product Certificate that will be created (*.flrc).

Set the Expire Date at the “Expired Date” item. The format is YYYYMMDDHHmm, for
example, if the Expiration Date is January 2, 2021 at 1:40 PM, enter 202101021340. If the
Expiration Date is 000000000000, it is set permanent.

Click the “Generate” button to generate a Rights Certificate (*.flrc).

When the creation of the Rights Granter Certificate is complete, the Rights Granter Certificate
used at this time cannot be reused. Once the Rights Certificate is generated, the extension of
the used Rights Granter Certificate is changed to *.used.

When using a program protected by FLProtection® with network certification, the Rights
Certificate must be in the same folder as the protected program to run the program.

14
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FLProtection Security Service

Thiz license will be bound to thiz PC.
Would you like to continue?

e OFL BN}

When using network certification, the first time you use a program protected by
FLProtection®, you will be asked if you want to bind the Rights Certificate to your PC. If you

proceed, the right certificate will be bound to the PC. If you do not, the protected program will
not run.

FLProtecticn >

COULD NOT FIND LICEMSES.
Please check your licenses.

When running a program protected by FLProtection®, if the certificate cannot be found, the
following pop-up window is displayed. In this case, you must check the certificates, Dongle,
and the operating status of the FLProtection® service.

15
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7. Insert R/C(Rights Certificate) into Dongle

If the Dongle is not connected to PC, connect it.

=-& Dongle
=i Certificate
- ["=7 Insert Rights Certificate]
| L.e+] Eject Rights Certificate

Double-click the Dongle ) Certificate ) Insert Rights Certificate menu item in the Menu Tree to
open the Insert Rights Certificate window.

W Irset Rights Certification =] = &

RightsCert

RightsCed Fila : CitlserDownloadWyul flrc | [
Dangle

Dongle Serial Mumber | 207B306D564E | Ingert

Click the “...” button to the right of the “RightsCert File” item and enter the path to the Rights
Certificate (*.flrc).

Select the Dongle's Serial Number to insert the right certificate.
Click the “Insert” button to insert the right certificate into the Dongle.

Note: Network certification is not possible with the certificate inserted into the Dongle.
Note 2: Only up to 10 certificates can be inserted into the Dongle.

16
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8. Eject Rights Certificate from Dongle

If the Dongle is not connected to PC, connect it.
=¥ Dongle

=i Certificate

| _..C+] Insert Rights Certificate

- |i-e:d) Eject Rights Certificate |

Double-click the Dongle ) Certificate ) Eject Rights Certificate menu item in the Menu Tree to
open the Eject Rights Certificate window.

et g it e
Selected Dongle ¢ | 2074317F554D 2
RightsCert File ! AtsourceWrepos WP roject M <B4 Debua Test firc
SeriallNo Of RightsCert © ' pppo000501210217220112 v Eject

Select the Dongle Serial Number of which you want to remove the right certificate.

Click the “...” button to the right of the “RightsCert File” item and specify the file path to save
the Rights Certificate to be extracted.

Select the serial number of the right certificate to be ejected.

Click the “Eject” button to extract the Rights Certificate in Dongle.

17
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9. Dongle Firmware Update

Go to https://resource.fourthlogic.co.kr/flprotection/flprotectionfirmwarelatest.zip to
download the latest Dongle firmware update file.

If Dongle is not connected to PC, connect it.

; s g R
=-iZ Dongle

- Certificate
© 1€ Insert Rights Certificate
..€+] Eject Rights Certificate
5 Fimnmware
..+ Update Firmware |

Double-click the Dongle ) Firmware Update menu item in the Menu Tree to open the
Firmware Update window.

B Firmwarelpdate || B[]
Ingert Update File
Firrnware File |C:WLIserDownIoadWFLPrntection Dnng|e| El
Firrnware Yersion @ 11 Firrnwearellpdate
Dongle
Dongle Serial Mumber @ .2U?B3UED554E A

Click the “...” button to the right of the “Firmware File” in the Firmware Update window and
enter the path to the firmware update file (x.out).

After selecting the Serial Number of the Dongle to be updated, click the “FirmwareUpdate”
button to update the firmware.

Note: Do not disconnect the Dongle or exit FLProtection® during the firmware update. It is a
major cause of device failure, and A/S is not possible in this case.

FLProtectionSecurityStudic >

Firmwarelpdate Success
Please Detach Dongle

After the firmware update is complete, press the OK button on the pop-up window to close

the window, disconnect and reconnect the Dongle to the PC again to complete the firmware
update.

18
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10. Certificate Verification

= Certificate

: |é|-|._j‘ \iew

-{&+] Developer Certificate
|6 Product Certificate
&+ Rights Certificate

“|&+ Rights Granter Certificate]

- - L] |

You can check the certificate by selecting the type of certificate you want to check from the
sub-items of Certificate ) View in the Menu Tree.

Enter the file path of the certificate (x.fldc, *.flpc, *.flrgc, *.flrc) to check the contents of the
certificate.

The contents that can be checked in each certificate are as follows.
- Developer Certificate

-

7 DeveloperCertification View e = ]|

Developer Cedification FilePath
DevloperCert File |C:WLISerDownIoadWTestManuall.fldc | El

Yalid DeveloperCert

Developer Cedification Information

Developerduthorizedkey ¢ |qixhTCKEpQJPaQDbr2|ySdEAukgVNADyothHJSytkcE:

Sarial Nurnber : |UDUUUUU*1482]UE]?]8422| |
lssued By : | Fourth Logic Incarporated |
Issued To : [ Testianuall |
RootéuthorizedKey ¢ |VEynBEflfHG9iurI‘nV+WEXWXVV/OkChDEV5ij2><FaLSY= |
DeveloperFlanekey @ |3NthifGhHu'."y><HKFLdEn+am?n?FijU9ubKVXQKHeW: |

|

|

Signature |l:ISWS3FL|iIumWmedMepDZJSUEdUCSinxBWWSBQKI:

Contents Description \

Valid DeveloperCert Checked if the Developer Certificate is valid.
Serial Number Serial Numberof the Developer Certificate.
Issued By The organization that issued the Developer Certificate.
The organization that the Developer Certificate is
Issued To .
issued to.
RootAuthorizedKey Root certificate identification authentication key.
DeveloperPlaneKey Plaintext key of the Developer Certificate.
DeveloperAuthorizedKey IdenFification authentication key of the Developer
Certificate.
Signature Signature of the Developer Certificate.
19
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- Product Certificate
W ProductCertification View =] & |
Product Cedification FilePath
ProductCert File ; CtUserDownloaditfikik fipc | E]

Walid ProductCen :

Product Cetification Information

Serial Mumber |UUUUUUU44]2]UEI?IBEUUE

lssued By ¢ |Four1h Logic Incorporated

Issued To & |jkjk

Froductiamne : |j|<jk

DeveloperPlanekey : |HFQQBSMiMydEb3Dk,_IC/Df3a\J‘tCW><e&JnyHancDIEBD:

DeveloperAutharizedKay : |cxlO1K9225|H9><mcVSOquLIdStSQB?OqBEHEQiSHKeQ:

ProductPlanekey : | yoDTpYGJD TWwe IW0I Tr3dqbMFcUvudan+hDTplWid=

ProductéuthorizedKey | uTgthdral5g 0wl jHalAe D55 0na Gabawd 72 9200 3mAdKE=

|
|
|
|
Rootduthorizedkey |YEynBBfHHGSiurm'\"+WExwx\-’WOkcprVEijEXFaLSY: |
|
|
|
|
|

Signature : | ladtgdBPuaoBZte ARpuhhaXiD 8ky WOy MO DCdhg=

Contents Description

Valid ProductCert Checked if the Product Certificate is valid.
Serial Number Serial Numberof the Product Certificate.
Issued By The organization that issued the Product Certificate.
The organization that the Product Certificate is issued
Issued To
to.
ProductName Name of the product.
RootAuthorizedKey Root certificate identification authentication key.
DeveloperPlaneKey Plaintext key of the Developer Certificate.
DeveloperAuthorizedKey Iden.ti.fication authentication key of the Developer
Certificate.
ProductPlaneKey Plaintext key of the Product Certificate.
ProductAuthorizedKey Iden.ti.fication authentication key of the Product
Certificate.
Signature Signature of the Product Certificate.
20
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- Rights Certificate
® RightsCertification View |l = 5]
Rights Certification FilePath
RighsCert File : C:WBac:k—enu:IWFLF'rotectionDnngIeFirmwareWEWA| I:l
Yalid RightsCert UUsable MNetwork :

Rights Certification Information

Setial Mumber |DDDDDDDE122]DEIBE|84?D1 |
|ssued By ¢ |F0ur1h Logic Incorporated |
lzsued Ta ! |test |
ProductMame : |test |
Euxpiration Date ! |DDDUDDDDDDDD |
FootAuthorizedKey | Y2ynBBIHRGGiurm'y+iBxws Y/ OkcbpBYE ZxFal Y= |
DeveloperPlanekey |TEu?EqpIiHWSE\’+/kVDEDkEIDSNh1GpanFEItht28I= |

DeveloperdutharizedKey |NX]sz—\szeZuderwakafjFquszhDH?EIeEH?EIDz |

ProductPlanekey : |vcH+ruc."-‘-.Fr'."NGchHF‘BSGKGLHthhTMHFijEEenMygz

Productéuthorizediey ¢ |cWujnIWOAeXTXDquDmethEhEI IbHKegbzeClcPlg=

RightsPlanekey : |HMNyEqDKITdV.JFmeTSSm2Kdvnp+yUHP35UB?5E32+Ik= |

FightzAutharizedkey ! |DSACSSMHqCaEBiT+qHWiI+32H1hyzSBOKD?ZTr’-‘«ijs=
Signature ! |H+W80IHVSLII:IIJ+qH+xCITm+ZaBtUMBbeOKpISUHWSDz

Contents Description ‘

Valid RightsCert Checked if the Rights Certificate is valid.
Usable Network Checks whether network certification is available.
Serial Number Serial Numberof the Rights Certificate.
Issued By The organization that issued the Rights Certificate.
Issued To The organization that the Rights Granter is issued to.
ProductName Name of the product.
ExpireDate Expire date of the Rights Certificate.
RootAuthorizedKey Root Certificate identification authentication key.
DeveloperPlaneKey Plaintext key of the Developer Certificate.
DeveloperAuthorizedKey Idenjcification authentication key of the Developer
Certificate.
ProductPlaneKey Plaintext key of the Product Certificate.
ProductAuthorizedKey Identification authentication key of the Product Certificate.
RightsPlaneKey Plaintext key of the Rights Granter Certificate.
RightsAuthorizedKey Idenjcification authentication key of the Rights Granter
Certificate.
Signature Signature of the Rights Certificate.
21
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- Rights Granter Certificate

Rights Granter FilePath
RightsGranter File : C:tllserDownloadW TestManuall flrge | El
Valid RightsGranter : Used :

Rights Granter Information

Seral Mumber @ |DDDDDDD¢1¢192ID2I?]8&302 |
lssued By ¢ |F0urth Lagic Incorporated |
lssued To ! [ Testianuall |
Rootauthorizedkey © |V2ynBBflfHGQiurmV+WwaxVV/OkcbpBVSijEXFaLSV: |
RightsGranterkey : |PMIUVSBHPIBWBQ1QU+fnp></Bw9hwnErBthICenLro: |
Signature ! |kJSZusthgtan.SjCTloszhl+UgdegV38MetWOU: |

Contents Description

Valid RightsGranter Checked if the Rights Granter Certificate is valid.
Serial Number Serial Numberof the Rights Granter Certificate.
Issued By The organization that issued the Rights Granter Certificate.
The organization that the Rights Granter Certificate is
Issued To )
issued to.
RootAuthorizedKey Root certificate identification authentication key.
. Identification authentication key of the Rights Granter
RightsGranterKey .
Certificate.
Signature Signature of the Rights Granter Certificate.
22
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If the Dongle is not connected to PC, connect it.

& Dongle
=i Certificate

6] 207B306D564E

You can check the Dongle by selecting the serial number of the Dongle you want to check

from the sub-item of Dongle ) Devices in the Menu Tree.

The contents that can be checked in each Dongle are as follows.

-

L —
L]

" Device Information

Dongle Information
Dongle S/N :
Valid Dongle :
InUse :
Firmware Version :

Dongle Led Status :

Rights Certificate Slot
Slot :

Rights Certificate Information
Serial Number :

Issued By :

Issued To :

Product Name :
Expiration Date :

Root Authorized Key :
Developer Plane Key :
Developer Authorized Key :
Product Plane Key :
Product Authorized Key :
Rights Plane Key :
Rights Authorized Key :

Signature :

| 207B306D564E |

16
#0 : Blink v

#1:0000000539210218151203

| 0000000539210218151203

| Fourth Logic Incorporated

| Test Product

|
|
[ Test Inc ]
|
|

| 000000000000
| Y2ynBBffRGSiurm Y+WxwxVV/OkcbpBY |

| amDunJ54gvFwmbHHMY+YzME0dI+u/0v |

[ XPnmdmu0YukpdeVTTZ WofBQGF54XXU |

| KEhtFpSb0xfRDIaaZg IMtfpPKY3rCRxOOT |

[ q3y4ICmwSey 116mB0YJaAApOibhh+mf2yo|

| M//q+z5LAvetufaNVQBSOyxuTG+GBrYyz |

[ SKAMKZSGfaminJCNFNmZ TiMBGwh |

| Ea+k5Di/xzbKGmazJMKVV+rdgnTOtQH |

23
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Contents Description

Valid Dongle
In Use
Firmware Version

Dongle LED Status

Slot

Serial Number

Issued By

Issued To
ProductName
ExpireDate
RootAuthorizedKey
DeveloperPlaneKey
DeveloperAuthorizedKey
ProductPlaneKey
ProductAuthorizedKey
RightsPlaneKey

RightsAuthorizedKey

Signature

ALFOURTHLOGIC

Checked if the Dongle is valid.
Checked if the Dongle is currently in use.
Version of the Firmware installed.

LED Status of the Dongle.
Blinking, keep on, keep off status are avaliable.
Serial Number of the Rights Certificate inserted.

Serial Number of the Rights Certificate of the slot.

The organization that issued the Rights Certificate.

The organization that the Rights Certificate is issued to.
Name of the product.

Expire date of the Rights Certificate.

Root Certificate identification authentication key.

Plaintext key of the Developer Certificate.

Identification authentication key of the Developer Certificate.
Plaintext key of the Product Certificate.

Identification authentication key of the Product Certificate.
Plaintext key of the Rights Granter Certificate.
Identification authentication key of the Rights Granter
Certificate.

Signature of the Rights Certificate.
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CERTIFICATES

1.

Develover Certificate

- The Developer Certificate is a certificate provided to the developer of the program to be
protected.

- You can generate Product Certificates for products to be protected using Developer
Certificates.

- The extension of the Developer Certificate is *.fldc.

Product Certificate

- The Product Certificate is the certificate provided to the program to be protected.
- The program can be encrypted using the Developer Certificate and Product Certificate.
- The extension of the Product Certificate is *.flpc.

Rights Granter Certificate

- The Rights Granter Certificate (RGC) is a one-time certificate designed to entitle users of
encrypted programs to use.

- You can use Developer Certificates, Product Certificates, and RGCs to generate Rights
Certificates that enable you to use the program.

- The extension of the RGC is *.flrgc.

- Once the Rights Certificate is generated, the RGC used to generate the Rights Certificate
cannot be reused. The RGC used to create the Rights Certificate is renamed *.used.
- The certificate for granting rights is provided by FourthLogic Inc.

Rights Certificate

- The Certificate of Rights is a certificate that gives you the right to use programs protected
by FLProtection®.

- You can use FLProtection®-protected programs on a PC with a Rights Certificate or on a PC
connected to a Dongle.

- The Product Certificate has the extension *.flrc.
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Root Certification

|

|

Sign;f — (3} —p M Sign
|

Developer Info l

Developer Certification Rights Granter Ce

@
l |
_”)V_} Sign ’}f Sign
|

ification

5

2 {O)

Product Info l
Product Certification Rights Certification
uon

—a— 8l

Raw Exe or DLL Protect Decrypt J

Protected Exe or DLL Running
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DONGLE SPECIFICATION

1. Overall Structure

The structure of Dongle is designed with a USB port at the bottom and an indicator light at the
top. When the Dongle is connected to the PC, you can check the current FLProtection® status
according to the color of the indicator at the top.

2. LED State Specification

You can check the current FLProtection® status according to the Dongle indicator status. The
following is a table of FLProtection® status by indicator color.

Indicator color State
Blue Displays the Dongle standby status.
Yellow Indicates that a protected program is running.
Indicates that there is an error in the Dongle or FLProtection® is
Red or Faded )
not installed.
Purple Indicates that Dongle firmware is being updated.

Blue Light Blinking rapidly  Indicates that Dongle firmware update is being completed.
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3. Changing Dongle LED Status

You can change the LED Status of the Dongle. The steps are the following.

=& Dongle
2. Certificate

.-+ Inzert Rights Certificate
-6 Eject Rights Certificate
y Firmware
=€ Update Firmware
=i Devices

£+] 207B306D564E

In the Menu Tree, select the serial number of the Dongle you want to check from the sub-

item of Dongle ) Devices to open the Device Information window.

7 Device Information

o] ©

Dongle Information

Dongle S/N ¢ | 20783060 564E |
Yalid Dongle :

In Use !

Firrnware Version | 16

Dongle Led Status ¢ 10 : Blink v

Select the status of the Dongle indicator from the Dongle LED status item.

ALFOURTHLOGIC
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FLPROTECTION® STEP BY STEP

1. Protecting a software

Protecting a software requires a Developer Certificate and a Product Certificate, and can be
performed only when a Security Level 3 or higher account is signed in. The process of
creating a protected program is as follows.

Run the FLProtection® software.

Ir

W Sign In o] & (= |

Sign In

o: I |

Password | [ooooo0000000e |
Sian In Sign Out Change Passwaord |

Find User ID & Password

Sian in Status
Login 0 : [N RN

|Securlty Level ! 3 |

Log in with your FLProtection® Security Level 3 or higher account.

g

Il ™7 Make Product Certification |_|:|_|'E _23_|

DeveloperCert
DeveloperCert File |C:WUserDownIoadWProtection TestWTest Inc.fldc | | |

PraductCent
PraductCert File |C:WUserDownIoadWProtection TesthTest Product.'| Jral
PraductMame ! |Test Product | Generate |
Name Date modified Type Size
_] Test Inc.fldc 2021.2.18. 2F 4:47 FLDC File 1KB
[ est Product.flpc 2021.2.18. 2% 447 FLPC File 1KB

After selecting Certificate ) Make Product Certificate, enter the path to the Developer
Certificate, path to the Product Certificate to be generated, and the product name. Then click
the “Generate” button to proceed with the Product Certificate generation process.

By this process, a Product Certificate is created in the path with the name specified in
“ProductCert File”.
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[EE =]

Certificate

Developer Cert |C:WUserDownIoadWProtection TestWTe:|

Product Cert | CillserDownloadWProtection TestWTe:|

Executable File i | Ci#tUserDownloadtPratection TestiTe: |

Enable Mernory Dump @

Executable Information
Architecture 64

Protected @
Certificate Information
Setial Murnber @
lsgued By @

Issued To :
PraductMame @
RootauthorizedKey
DeveloperPlanekey @
Developerduthorizediey :
ProductPlanekey !
Productdutharizediey

Signature :

O [ Protect |

Code Signed :
Walid ¢

| 0000000537210218141612

|
| Fourth Logic Incorporated |
|

| TestInc

[ Test Product |

| YaunBBIHRGiurm Y+ Whwwi WA Okeh |

| amDun.J54guFwmbHHMY+¥2MEd|+u |

[ XPnmamulvukpdeV T TZ WolBQGEFEES; |

[KERtFREbOxTRDIaaZa IMHRPRYSCRxL |

| a3v4ICmwhey 11BmB0YJadAp0lbhh+mi

| MUZLMeGsPEqmwOi/owdwmSvFWF |

After selecting the Binary ) Protect File item, enter the Developer Certificate path, Product
Certificate path, and program path to be protected, and then click the “Protect” button to
proceed with the protection progress.When the program protection process is completed

successfully, “Protected” and “Valid” items are checked.

Note: When signing an EV(Extended Validation) code to a program, you must sign the EV

code after encrypting the program with FLProtection®.

ALFOURTHLOGIC
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2. Generating Rights Certificates

To run the program protected in step [1.Protecting a software], the Rights Certificate is
required.

Generating Rights Certificates requires a Developer Certificate, a Product Certificate, a Rights
Granter Certificate, and can be performed only when a Security Level 3 or higher account is
signed in. The process of generating a Rights Certificate is as follows.

Run the FLProtection® software.

Ir

® Sign In o] & (=] |

Sign In

: I |

Password : I |
Sign In Sign Out Change Password |

Find User |D & Password

Sian in Status
Login 0 : [N

|Securlty Level 3 |

Log in with your FLProtection® Security Level 3 or higher account.

W Make & ghts Cartificatior |E| E |E| |
Fequired Cert
DeveloperCert File : |C:WUserDownIoadWProtectiun Test®Test Inc fldc | [
ProductCert File : |C:WI_IseanwnIDadWPrntectinn TestTest Pmdum,'|
FightsGranter File : |C:WUserDownIoadWPmtectiun TestTestl flrge |
FightsCert
FightsCert File : |C:WUserDownIoadWPmtectiun TestfTest Product | El
Expired Date : |DDDDDDDDDDDD | Generate
Name Date modified Type Size
| Test Incfldc 2021.2 FLDC File 1KB
{7 Test Product Rights Cert.firc| 2021.2.18. 8 FLRC File 1KB
| Test Product.flpc 2021.2.18. FLPC File 1KB
] Test1.flrgc.used 2021. 2. 18. USED File 1KB

After selecting the Certificate ) Make Rights Certificate item, enter the Developer Certificate
path, Product Certificate path, Rights Granter Certificate path, the Rights Certificate path to
be generated, and the expiration date, click the “Generate” button to proceed with the Rights
Certificate generation.

After this process, a Rights Certificate is created in the path with the name specified in
“RightsCert File”, and the extension of the Rights Granter Certificate is changed to *.used.
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3. Running a protected software

With the Rights Certificate created in [2. Generating Rights Certificates], the program
protected by [1. Protecting a software] can be run.

There are two methods of execution, either through network authentication or by inserting a

certificate into the Dongle.

1) Running through Network Certification

Name Date modified Type

[] pLL1.dll 2021.2.18. 2% 447 Application exten...
BE DLL1.lib 2021.2.18. 2% 4:47 Object File Library
[#5)fTest Program - Copy.exe 2021.2.18. 2= 447 Application

| [Test Product rights Cert.flrc 2021.2.18. 2% 5:33 FLRC File

In order to run the program protected through Network Certification, move the Rights
Certificate into the same path of the protected program.

FLProtection Security Service

This license will be bound to this PC.
Would you like to continue?

T S E{N)

Run the protected program. Before the program runs you will be asked if you want to bind the
Rights Certificate to your PC. Click “Yes” in the pop-up window to bind the Rights Certificate
to the PC. After this step, the program will be running.

If you proceed with this process, the right certificate will be bound to your PC, and you will not
be able to run programs protected with this Right Certificate on other computers.

2) Running through the Certificate inserted into the Dongle

To insert the certificate into the Dongle, you need the Dongle and the Rights Certificate. To
insert a certificate in Dongle, follow the steps below.

Run FLProtection® to insert the certificate into the Dongle and connect the Dongle with your
PC.
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W Insert Rights Certification

|| B )

RightsCert

RightsCert Fila

CHtlserDownloadWProtection Testw Test Product Rights Cs| D

| | Test Inc.fldc

Dongle
Dongle Setial Mumber ! | 207B306D564E - Insert
2021.2.18. &% 4:47 FLDC File
»_]ITest Product Rights Cert.flrc.usedl 2021.2.18. &= 447 USED File
2021.2.18. 25 4:47 FLPC File

J Test Product.flpc

After selecting the Dongle ) Certificate ) Insert Rights Certificate item, enter the Rights
Certificate path and Dongle serial number and click the “Insert” button to insert the Rights

Certificate into the Dongle.

If you proceed with this process, the extension of the Right Certificate file inserted in Dongle

will be changed to *.used.

i Device Information

=l® &=

Dongle Information
Dongle 54N ¢
Valid Dongle
In Used :
Firmvrare Yersion

RightsCert Slot
Slat !

Serial Murnber !
lssued By @

Issued To ¢
ProductMame !
ExpireDate !
Rootauthorizedkey :

DeveloperPlanekey :

ProductPlanekey :

RightsPlanekey :

RightsAuthorizedkey !

Signature :

207B306DEE4E |

Rights Cettification Information

0000000539210218151203 ~

| 0000000635210218151203

|Fnur1h Logic Incorporated

|
|
| Test Inc |
|

|Tesl Product

[ o0ooooooo0 |

[ ¥2ynBE HAG iurm'F+Whxwx Y/ OkebpB |

| gmbDund5dgvFwmbHHMY +YzMEDd]+u,/0w |

DeveloperduthorizedKey : | XPnmdmu0¥ukpdeTTZ WolBQGFES4XXU |

[ KEtFpEb0xfADlaaZa Mo PEYICAX 00T |

ProductéuthorizedKey | q3vdICrnwEey 116malvJasapOibhh+mi2yo |

[M//a+|zBLAvetufall VO BS Dy UTG+GErYys |

| 9K AtMkd ZStrGamind CNFNmZ TiMBGwh |

| Ea+kBIDI/xzbkGmaz MKW I+rdan TG |

By selecting the Dongle with the Rights Certificate inserted in Dongle ) Device, then selecting
the inserted Rights Certificate serial number in the “Slot” item, you can check the contents of

the Right Certificate.

Run the protected program with the PC and Dongle connected. If the PC and Dongle are
disconnected, the protected program cannot be executed.
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TROUBLESHOOTING

1.

When the Indicator is Red

1) Disconnect and reconnect the PC and Dongle. Check the light to see if the blue light is on.

2) Ifthered light keeps on, check that the FLProtection® service is running in Task
Manager.

1%y Task Manager
File Options View
Processes Performance App history Startup Users Details Services

~

Name PID Description Status Groug
o Fax Fax Stopped
S fhsve File History Service Stopped Local!

i * FLProtectionSecurityServiceX64 4892 FL Protection Security... Running
% FoxitPhantomPDFUpdateService 5176 Foxit PhantomPDF U...  Running

‘4 FoxitReaderUpdateService 4236 Foxit Reader Update S... Running
v fdPHost 4004 Function Discovery Pr... Running Local!
% FDResPub 2888 Function Discovery R...  Running Local!

3) Ifthered light keeps on, install the Dongle firmware update to the latest version.
4) If the red light keeps on, re-install the FLProtection®.

5) If the problem is not solved by the above, turn off the power to the PC and turn it on again
to check the operation after booting.

If the problem is not solved by the above, please contact FourthLogic Inc. technical
support(+82) 31-463-6902 ).

When the Dongle Indicator has faded

If the problem is not solved after taking the measures of [ 1. When the Indicator is Red],
there is a high probability of a hardware problem. Please re-check the operations after
checking your PC hardware conditions.

If the problem is not solved by the above, please contact FourthLogic Inc. technical
support( +82) 31-463-6902).
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